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Who am I?
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Why target Linux?
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Not a new problem
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Darkleech draws attention
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Methodology •    08-Feb 00:00:00 UTC to
14-Feb 23:59:59 UTC

•    414496 total entries
•    2 Categories

• Infected (legit)
• Repository (KMD)

The numbers 

307 Infected domains
2768 Infected URIs
8175 Repository domains
23654 Repository URIs
34904 Total
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Web server distribution - all

Apache (12364)

Microsoft (2530)

Nginx (5955)

Litespeed

Idea

Akamai

lighttpd
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Web server comparison – Total vs. Netcraf

Netcraft Malicious Server Difference

29% 11% Microsoft (IIS|UPnP) -18%

34% 56% Apache httpd +22%

16% 27% Nginx +11%

% 2% Litespeed

20% 4% Other -16%
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Web server comparison – Infected vs. Netcraf

Netcraft Infected Server Difference

29% 14% Microsoft (IIS|UPnP) -15%

34% 56% Apache httpd +22%

16% 24% Nginx +8%

1.5% Litespeed

20% 4.5% Other -15.5%
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Web server comparison – Mal Repo vs. Netcraf

Netcraft Malware Repo Server Difference

29% 11% Microsoft (IIS|UPnP) -18%

34% 56% Apache httpd +22%

16% 27% Nginx +11%

2% Litespeed

20% 4% Other -16%
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Google abuse
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Hebrew spam
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Forum abuse
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Chinese gun dealer?
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Mass injection
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Compromise methods - Apps



17

Operating Systems
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Infected sites - Detections
Detection type %

SEO 36.1

JSRedir 26.1

Iframe 18.7

BadSrc 15.5

Other 3.5
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Repository sites - Detections
Detection Type %

HTMLGen 49.4

FB{Jack,Scam} 28.4

Inor 1.6

ObfJS 0.9

Phish 0.7

Exp 0.2

Andr 0.2
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Is it regional? - North America
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Is it regional? - Europe
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Is it regional? - APAC
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How can we minimize our contribution?
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What's next?
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