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Why Linux is the biggest problem in Windows malware
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Who am I?




Why target Linux?
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Not a new problem
Schneier on Security

4 This month's dumbest hacker award go... Yet more FakeAV trickery p

Linux/Rst-B - very much alive and kicking

Blog Newsletter Books Essays News Schedule
by SophosLabs on September 8, 2008 | Comments Off | Edit
) . ) B . FILED UNDER: Linux, Malware, SophosLabs
— Friday Squid Blogging: Tentacle Arm Hijacker Workin
. . i Country Unique Infected IPs
Random Number Bug in Debian Linux
o ) USA 2052
This is a big deal:
China 1347
o~ i i y
G,l_ o The page is temporarily unavailable Braz'l 897
g | ‘; = @ [ ]t fwewew limwcoundatian.org ) v
Linux Foundation infrastructure including Germany Al
UnuxFoupdation.org, Linux.cqm, and their
subdomains are down for maintenance India 527

due to a security breach that was
discovered on September 8, 2011. The .
Linux Foundation made this decision in the Taiwan 504
interaest of extreme caution and security
best practices. We believe this breach was
connected to the intrusion on kernel.org. Korea 463

We are in the process of restoring services

in a secure manner as quickly as passible, France 384
As with any intrusion and as a matter of

caution, you should consider the

passwords and S5H keys that you have |t¢':l|y 355
used on these sites compromised. If you

have reused these passwords on other Romania 278

sites, please change them immediately.
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Darkleech draws attention
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Methodology

08-Feb 00:00:00 UTC to

14-Feb 23:59:59 UTC

414496 total entries
2 Categories

* Infected (legit)
* Repository (KMD)

is not a

crime

The numbers

307 Infected domains
2768 Infected URIs

8175 Repository domains
23654 Repository URIs
34904 Total




Web server distribution - all

B Apache (12364)
B Microsoft (2530)
Nginx (5955)
M Litespeed
M Idea
Akamai

H lighttpd
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Web server comparison — Total vs. Netcraft

NGINX LITESPEED

34% 956% Apache httpd +22%

2% Litespeed
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Web server comparison — Infected vs. Netcraft

NGINX LITESPEED

34% 96% Apache httpd +22%

1.5% Litespeed
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Web server comparison — Mal Repo vs. Netcraft
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HTTP SERVER NG.MX \’
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34% 96% Apache httpd +22%

2% Litespeed
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Hebrew spam
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Forum abuse
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Chinese gun dealer?
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Mass injection

@ kushaem.com

4 home

Meat Bird
Vegetables A fish

mushrooms * Soups
Cereals Snhacks
Sweet Dough
Beverages Sauce

Celebration Grill
Tapas

KniouyeBoe coBo...

Salad of boiled beef *

Not a bad salad. You can add fresh or pickled cucumber.

PRV

300g of boiled meat (beef)
300g marinated mushrooms
100g cheese

mayonnaise

dill

PRV

The meat cut into small cubes. Few mushrooms leave for decoration, the rest
finely chopped. Cheese grate. Mix the meat, mushrooms, cheese. Season with

mayonnaise. Put in a salad bowl, sprinkle with finely chopped greens, top to
decorate with miichronme

@® kushaem.com

Knrouesoe cnogo...

@ [06aBuTL B NobuMble (O pacneyatath pi

naT U3 OTBapPHOWU

@ Add to Favourites E, print recipe Bﬂ In M H bl *

)i canamuk. MoxHo o6asumsb ceexull uau coseHblil o2ypeu.

P02

oTBapHoro Msca (une ropaamnHel)
"MapuHOBaHHbIX rpubos

"chipa

JHE3

»e3aTb HebonbwmnMn Kybukamu. HemHoro rpuboB ocTaBUTL ANA
UA, ocTasibHble MeNKo nopesaTb. Cblp HATEPETL HA MENKOI TepKe
» MACO, rpubbI, cbip. 3anpaBUTb MaloHe30M. BLINOXUTL canaT B
noceinaTh MeNKo Hape3aHHOI 3eNeHblo, CBEpPXY YKpacuTb rpubai



Compromise methods - Apps
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Operating Systems
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Infected sites - Detections

Detection type %
SEO 36.1
JSRedir 26.1
Iframe 18.7
BadSrc 15.5
Other 3.5
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Repository sites - Detections

. (0] :
Detection Type /o Mal/IRCBot AL/Bursted W32/Patched Mal/Generic
I/ProcHide Troj/Lololo Mal/GamePSW
HTMLGen 494 Mal/EncPk Mal/Autoit Andr/CNSms Troj/ExpJS Troj/VB
Mal/RootKit Mal/FakeAV Troj/Backdr Troj/ObfJS
Mal/JSShell Mal/Scribble Mal/SEORed Troj/Xorm
Mal/Phish Mal/Mdrop

FB{Jack,Scam} 28.4 w3z/Parite Malisality Mal/FBJacK andrspyagent Troj/PHPDOor
W32/Chir JS/MalTxt Mal/zbot™ “Froj/DwnLdr Troj/Keygen
Mal/Emogen W32/SillyFDC Mal/GIFlframe
Inor 1.6 e Mal/\VB VBS/Inor TrojMSIL Mal/PerlBot W32/Jadtre
JS/ScrObf Troj/Autolt MalidHtml Mal/Psyme
Mal/PHPIfr Mal/Banload Troj/ Mal/Packer

Troj/PDFJs
Mal/ExpJS

Troj/Unsc Troj/PhpShel
ObfJS 0.9 Mal/Conficker Troj/Mdrop JS/ScrLd
Mal/SEO Troj/Redir
: Troj/dnSauce Mal/ExpJava TFOI/DEhc
PhISh 07 Troj/Crack Mal/FunDF Troj/DotNet XM97/Laroux Troj/Banket
W32/AutoRun Mal/MsilKlog Troj/Bdoor
Troj/Emotet Mal/Msilinj Troj/Nitol JS/RefC

Exp 0.2 | Mal/FBScam MalPHPshel

Troj/Twetti Mal/Drewit Mal/Bbindi
'/FakeKRB Mal/KeyGen MaI/VMProtBad

Andr 0.2
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Is it regional? - North America
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Is it regional? - Europe
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Is it regional? - APAC
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How can we minimize our contribution?

c”Antl Vlrus
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“=Firewall ErEE

THIS SIGN

-
DON'T GIVE Y PASSWORD TO
ANYONE WHO
Almays use S5H (Sac
o
e

on
/fag/ssh. html
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What's next?

, rJ| J(f')*"_]

I r Dpen Web Application
\ “‘J | Security Project

OWASP Top 10
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